DF/23/72
Devon Pension Board
6t July 2023

ACTIONS AND RECOMMENDATIONS TRACKERS

Report of the Director of Finance and Public Value

Please note that the following recommendations are subject to consideration and
determination by the Committee before taking effect.

1) Recommendation

That the Board be asked to:

(a) Note the progress made on completing actions arising from internal audits and
pension board recommendations and requests

2) Introduction

2.1 As part of an agreed actions from previous board meetings an Audit action log has
been created to track progress and completion of audit actions and
recommendations. In addition, officers have also produced a log of actions and
requests raised by the Pension

3) Trackers

3.1 The Actions and Recommendations tracker (Appendix 1) compiles a list of actions,
recommendations and requests raised by the Devon Pension Board. Previously
completed actions have been removed.

3.2 Final audit reports issued relating to 2022/23 audits that have not already been
brought to the board are as follows
e Cyber Security
e Escrow Account

The above reports are attached to this report.



4) Cyber Security

41

4.2

4.3

The Cyber Security audit was undertaken in 2022/23 for both the pension fund and
Peninsula Pensions. The overall rating applied to this audit was that of Limited
Assurance, indicating that there were several gaps and areas of weakness to be
addressed.

Officers have been working on their respective actions and as requested by the
board at the last meeting, the table below summaries the progress to date. Audit
are due to undertake a follow up audit later in the year.

Section 1 — Risk not identified to mitigate against threats

High High Medium Medium Low Low
(remaining) (remaining) (remaining)

2 0 2 1 2 0

Section 2 — Suppliers or partners disclose or disrupt the service (supply

chain management)

High High Medium Medium Low Low
(remaining) (remaining) (remaining)

2 2 4 1 0 0

Section 3 — Unauthorised modification or deletion of data

High High Medium Medium Low Low
(remaining) (remaining) (remaining)

1 0 3 0 0 0

Section 4 — Poor user understanding of cyber risks

High High Medium Medium Low Low
(remaining) (remaining) (remaining)

2 0 1 0 0 0

Section 5 — Recovery process fail following a cyber attack or IT disruption

High High Medium Medium Low Low
(remaining) (remaining) (remaining)

3 3 1 0 1 1

Both of the fund’s main suppliers, namely Brunel and Heywood have undertaken
cyber security reviews or audits during the year. Brunel received a positive audit
from Deloitte whilst Heywood have undertaken a review. The Heywood review is
attached to this report for the board’s information.

5) Conclusion

5.1

The Board is asked to note the progress on completing requests made by the
pension board and work undertaken to date on audit actions.



Angie Sinclair
Director of Finance and Public Value

Electoral Divisions: All

Local Government Act 1972: List of background papers
Nil

Contact for enquiries:

Name: Charlotte Thompson
Telephone: 01392 381933
Address: Room 180 County Hall
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